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“Drone” : Comp{etgly Jutomatic, dumb craft

“RC alrcraft” Eﬂﬁfe‘Y - —
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“UJAV” (again) . Unmanned Autonomous Vehicle
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Lithium-Polymer battery

Uplink/Downlig

Flight controller
Motor control
Stability management
Position holding
Waypoint following
Special features
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Smuggle drugs

eonons Q. searon 05 Angeles Times
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wo plead guilty in border drug smuggling by
drone

28 pounds (12.7kg)

So a big drone, circa £2500

By Kristina Davis

hen 28 pounds of heroin made it across the U.S.-Mexico border near o
Calexico in April, it didn’t come by the usual methods of car, truck or tunnel. H e ro I n WO rt h a ro u n d £ 6 6 5’ OOO
It came by drone, federal anthorities said Wednesday, making it the first
cross-border seizure by U.S. law enforcement involving the new smuggle-by-air tactic.

Two men pleaded guilty Tuesday to retrieving the drugs near California Highway 98 in
Imperial County, a pickup that was captured on Border Patrol cameras on April 28,
according to court records.

"With border security tight, drug traffickers have thonght of every conceivable method to
move their drugs over, under and through the border,” U.S. Atty. Laura Duffy saidina
statement. “"We have found their tunnels, their Cessnas, their Jet Skis, their pangas, and
now we have found their drones.” fmm—

Interested in the stories shaping California? Sign up for the free Essential
California newsletter >>

U.S. law enforcement officials call the use of drug-laden drones from Mexico an emerging
threat, yet at the same time have questioned how profitable the practice can be because
drones, or unmanned aerial vehicles, are limited in how much they can carry.
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Prison delivery

Ten sentenced for smuggling drugs into
prisons by drones

Neapons and a Freeview box




Make a statement
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A radioactive drone landed on the
Japanese Prime Minister's office
(update: arrest)

Japan has 3 myystary on its handa. A worker has dlscoversd & rone on top
of Prisme Minister Shinao Abe s office that was not only CarTying 8 watey

Dottia, Dert wias markad with 3 radioactive clgn and camnied & “milnlscule’

MU of endiation, acoording 1o T hals While the (uami ity wnant

te wntil thas iiuley enough W harm ssyone, the landing raeed move tan o fow shartos, o you

can soe by the giare tarp and swarm of police in the photo here. Who wan

bebdnd it* And how AM they get on 10 the roof undetectad?
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See a plane up close

Airprox reports involving drones and other objects to September 2017
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Drone collides with US Army helicopter,
puts 1.5” dent in rotor

Collision 3t 500 feet reveals limits of “trusting the app *
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Watch the football

e 0 moon: | onm:l ooaemen 4 meee 1003 fosin) 4 iin a

o oo a newy '

england Zayca c-- -

Man fined after flying drones over Premier [l As n happened
League stadiums WO L
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Watch a film

GIZMODO

The Next Star Wars Movie Has Recruited a Team of
Drones to Protect Its Secrets

Accessible drone technalogy is creating a bizarre futiure in the world of
movie making In 2014, on of filmung tor The Force
Awuherts prowmpted the production teem ey | " '

1" to protect secrots. Fot Epmade VI, they'te deploving drones of
Ihelr own to take down rebel scum

Star Wars Producers Wanted a Fully Operational Drane
Detemse System

When 1t comes te ypetlers . commenters fram all cormees of the
infermet ue quach 1o domnocise

A Croatian webaste, roatia furst repocted the drone detmtl in o lage:
update about Extvode VI will be doing some location fikming in Dubrovntk,
& popular toutist destination in the southern part of the country Aside
from ropectedly having 1y unded guards being deployed on location to
— try and prevent the pablic from snapping any snealty pictuzes, the skies
sbove filming will be protected by a toam of remote controlled drones

that will tareet arvvnne atternarine 'a iy 2 drene of thetr smm sver the st
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Regulation =




Civil Aviation Authority

Below 400ft
Within 500m
Line-of-sight

50m away from anyone or anything

http://dronesafe.uk/drone-code




Enforcement

Constant concern for me

Remains post hoc

Little real-time enforcement outside airports or CNI




Co-operation
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Countermeasures =




Detection

Timeliness

Conditions

Evidence collection




Manual detection

There it is!




Acoustic detection

Drones are quite loud

Circa 150m range




Visual detection
T T

Bt U=TIhAS 1 8RBORM

Visible light or infra-red

Image processing to tell drones from
birds

Limited usefulness at night




Radar detection

Doppler shifts can identify
rotorcraft

Active is expensive, usually
needs licence




RF detection

Listen to control and telemetry signals

Signal properties identity drone

G,

S
Standard localisation approaches



Response

Disable or Destroy or Commandeer
Safety

Drone or operator

Immediacy




Shooting

Guns, mostly




Jamming




Hacking

Ryan Satterfield — AR.Drone crashed
Michael Robinson — Parrot Bebop crashed

Samy Kamkar — AR.Drone 2.0 zombies
Nils Rodday — $30,000 police drone controlled
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Link activity to operator

A drone can be replaced

Operator registration is still limited
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A
File Edit View Go Capture Analyze Statistics Telephony Tools [ntemals Help
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daytime +dronevisit-20160325.pcapng (Wireshark 2.0.2 (v2.0.2-0-ga16e22e from master-2.0)]

Filter: E] Expression.. Clear Apply Save

No. Time Source Destination
SO33UY L/0840.UrUNLL NISCa O _ FLL- SR APV V] I &
463310 17828.071233 5e:51:47: :al (Se:51:4f: :al) (TA) NiscaCor_ iee (00:0F:13:
463311 17828.073826 NiscaCor_ :ee (00:0f:13:
463312 17828.076864 NiscaCor_ :ee (00:0f:13:
463313 17828.077178 5e:51:47: :al (Se:51:4fF: :al) (TAa) Niscacor_ iee (0D0:0F:13:
463314 17828.079771 NiscacCor_ :ee (00:0f:13:
463315 17828. 080093 Se:51:4f: :al (Se:51:4f: :al) (TA) NiscacCor_ iee (00:0f:13:
463316 17828, 082629 NiscacCor_ tee (00:0f:13:
463317 17828.082948 S5e:51:4 al (Se:51:4f: :al) (TA NiscaCor_ ree (00:0f:13:
463318 17828.085610 NiscaCor_ iee (D0:0f:13:
463319 17828.086282 NiscacCor_ tee (00:0F:13:
463320 17828. 086640 NiscaCor_ ree (00:0f:13:
463321 17828.087116 NiscaCor_ iee (D0:0f:13:
463322 17828.087835 NiscaCor_ iee Se:51:4f: ial
463323 17828.088069 NiscaCor_ :ee (00:0f:13:
463324 17828.089558 NiscaCor_ ‘ee 5e:51:4f: :
463325 17828.091657 NiscaCor_ iee Se:51:4f: ial
463326 17828.093556 NiscaCor_ iee Se:51:4f: al
463327 17828.093925 S5e:51:47: :al Broadcast
463328 17828.094196 Niscacor_ iee (D0:0F:13:
463329 17828.094390 S5e:51:4f: ral (Se:S51:4f: :al) (TA) NiscacCor_ :ee (00:0f:13:
463330 17828.094869 NiscaCor_ tee (00:0f:13: ree) (TA) 5e:51:4F: sal (Se:51:4f:
463331 17828.095090 S5e:51:4f: :al (Se:s51:4f: :al) (7A) Niscacor_ tee (00:0F:13:
463332 17828.095423 NiscaCor_ ree (00:0f:13: ree) (TA) Se:51:4f: :al (Se:51:4f:

|m Frame 463316: 28 bytes on wire (224 bits), 28 bytes captured (224 bits) on interface 0
’m Radiotap Header v0, Length 18
L 802.11 radio information

# IEEE 802,11 Clear-to-send, Flags: ........

T~ R | —

R L )

00 00 00 30 9e 09 cO 00 b3 01
00 13 28 13 ee

Ry
ree)
ree)
:ee)
ree)
ree)
:ee)

ree

ree)
ree)
1ee)
:ee)

ree)

ree)
ree)
:al)
ree)
:al)

Protocol
\KBUL. L1

(R 802.11
(R 802.11
(R 802.11
(R 802.11
(R 802.11
(R 802.11
(R.802.11

(R 802.11
(R 802.11
(R 802.11
802.11
(r.802.11
802.11
802.11
802.11
802.11
(R 802.11
(R 802.11
(R 802.11
(R 802.11
(R 802.11

-

Length  Info
L8 CICAN=LU=SEI, F1dyS™....0.a.

46 802.11 8lock Ack, Flags=....... R
28 Clear-to-send, Flags=........
28 clear-to-send, Flags=........
46 802.11 8lock Ack, Flags=........
28 clear-to-send, Flags=........
46 802.11 Block Ack, Flags=........

46 802.11 Block Ack, Flags=........
28 clear-to-send, Flags=........

28 Clear-to-send, Flags=........
28 Clear-to-send, Flags=........

28 clear-to-send, Flags=........
1569 QoS Data, SN=3648, FN=0, Flags=.p.....T
1569 QoS Data, SN=3648, FN=0, Flags=.p.....T
1569 Qos Data, SN=3649, FN=0, Flags=.p.....T

206 geacon frame, SN=623, FN=0, Flags=........, BI=l

28 Clear-to-send, Flags=........
46 802.11 Block Ack, Flags=........

38 802.11 Block Ack Req, Flags=........
46 802.11 s8lock Ack, Flags=........
38 802.11 Block Ack Req, Flags=........

@ ¥ [File: "C:\Users\tricks\Documents\Oxford CS .. L. | Profile: Default
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Al = b frame.number A
A B C D E F G H I ] K L M N o} P Q R 5 T u V W X -
1 |frame.nur frame.tim frame.tim frame.tim frame.len frame.cap wlan.fc.ty wlan.durawlan.sa wlan.da wlan.ra wlan.ta wlan.bssicradiotap.cradiotap.c Date Time Channel Device  Throughpi Throughpi Throughpi RSSI Avg ( RSSIAvg ( RS
2 | 132 Mar 26, 20 48.125 161.9928 141 141 L] 0/ a0:14:3d:7 fiAf 17 F 776 F0FFF a0:14:3d:7 ff.Ff7FFFF 2457 -T71 sEsEEEE 04:49.0 10 Drone (Pa 1.101563 1.101563 1.101563 -71 -71
3 | 133 Mar 26, 20 0.006661 161.9995 141 141 4 0 a0:14:3d:7 ff:ff:FF.Ff:F Ff.FFFF.FF.F a0:14:3d:7 Ff.FfFEFF.F 2457 -71 s 04:49.0 10 Drone (Pa 2.203125 2.203125 2.203125 -71 -71
4 | 135 Mar 26, 20 5.923067 167.9257 251 251 8 0 a0:14:3d:7 fi:ff:Ff:ff:f ffff 1 fff 20:14:3d:7 a0:14:3d:7 2457 -75 HEHHEEEE (04:54.9 10 Drone (Pa 1.960938 4.164063 4.164063 -75 -72.3333 -
3 | 136 Mar 26, 20 0.102477 168.0281 251 251 8 0 a0:14:3d:7 fi:ff:Ff:ff:f ffff 1 fff 20:14:3d:7 a0:14:3d:7 2457 -73 HEHEEEEE . 04:55.0 10 Drone (Pa 3.921875 6.125 6.125 -74 -72.5
6 | 137 Mar 26, 20 0.1023329 168.1305 251 251 8 0 a0:14:3d:7 fi:ff:Ff:ff:f ffff 1 fff 20:14:3d:7 a0:14:3d:7 2457 -73 HEHHEEEE 04:55.1 10 Drone (Pa 5.882813 B8.085938 B8.085938 -73.6667 -72.6
7 | 138 Mar 26, 20 0.102414 168.2329 251 251 8 0 a0:14:3d:7 fi:ff:Ff:ff:f ffff 1 fff 20:14:3d:7 a0:14:3d:7 2457 -73 HEHEEEEE 04:55.2 10 Drone (Pa  7.84375 10.04688 10.04688 -73.5 -72.8667 -
8 | 139 Mar 26, 20 0.20487 168.4378 251 251 8 0/ a0:14:3d:7 fi:AfF 7 F 7 FFFf 7 F a0:14:3d:7 a0:14:3d:7 2457 -73 susbdEsd 04:55.4 10 Drone (Pa 9.804688 12.00781 12.00781 -734 -727143 -
2] | 140 Mar 26, 20 0.102345 168.5401 251 251 8 0/ a0:14:3d:7 fi:AfF 7 F 7 FFFf 7 F a0:14:3d:7 a0:14:3d:7 2457 -73 susbdEdd 04:55.5 10 Drone (Pa 11.76563 13.96875 13.96875 -73.3333 -72.75
1[]_ 141 Mar 26, 20 0.102371 168.6425 251 251 8 0/ a0:14:3d:7 fi:AfF 7 F 7 FFFf 7 F a0:14:3d:7 a0:14:3d:7 2457 -75 BuubHEEd 04:55.6 10 Drone (Pa 13.72656 15.92969 15.9296% -73.5714 -73
11 | 161 Mar 26, 20 21.88158 267.1865 144 144 4 0 a0:14:3d:7 ff:ff:FF:Ff:F Ff:FFFF:Ff:F a0:14:3d:7 Ff:FfFRFRF 2457 -T1 sHHHHEE 06:34.2 10 Drone (Pa 1.125 1.125 1.125 -71 -71
12 | 162 Mar 26, 20 0.003447 267.1899 144 144 4 0/a0:14:3d:7 i 717 F T FF 707 F a0:14:3d:7 ff.ff:Ff:Ff:f 2457 -73 sEHHHHEE 06:34.2 10 Drone (Pa 2.25 2.25 2.25 -72 -72
13 | 163 Mar 26, 20 3.524407 270.7144 144 144 4 0 a0:14:3d:7 fi:ff: . fff ffEfffff a0:14:3d:7 fi:fffhfff 2457 -79 HEHHEEEE 00:37.7 10 Drone (Pa 1.125 3.375 3.375 -79 -74.3333 -
14 164 Mar 26, 20 0.02015 270.7345 144 144 a4 0 a0:14:3d:7 ff:ff:fF .70 F FFFF: 7777 a0:14:3d:7 Ff:Ff:FF:FF:F 2457 -75 HitERE 06:37.7 10 Drone (Pa 2.25 4.5 4.5 -77 -74.5
15 | 165 Mar 26, 20 0.00583 270.7403 144 144 a4 0 a0:14:3d:7 ff:ff:fF .70 F FFFF: 7777 a0:14:3d:7 Ff:Ff:FF:FF:F 2457 -77 diERE 06:37.7 10 Drone (Pa 3.375 5.625 5.625 -77 -75
16 | 166 Mar 26, 20 3.507536 274.2479 144 144 4 0 a0:14:3d:7 fi:ff: . fff ffEfffff a0:14:3d:7 fi:fffhfff 2457 -77 HEHHEEEE 00:41.2 10 Drone (Pa 1.125 6.75 6.75 -77 -75.3333 -
1]"_ 167 Mar 26, 20 0.002264 274.2501 144 144 L] 0/ a0:14:3d:7 fiAf 17 F 776 F0FFF a0:14:3d:7 ff.Ff7FFFF 2457 =77 BuubsEsE 06:41.2 10 Drone (Pa 2.25 7.875 7.875 -F77 -75.5714 -
18 | 168 Mar 26, 20 3.376803 277.6269 144 144 4 0 a0:14:3d:7 ff:ff:FF:Ff:F Ff:FFFF:Ff:F a0:14:3d:7 Ff:FfFRFRF 2457 -T7 sHHHHEE 06:44.6 10 Drone (Pa 1.125 6.75 9 -77 -77
19_ 169 Mar 26, 20 0.005412 277.6324 144 144 L] 0/ a0:14:3d:7 fiAf 17 F 776 F0FFF a0:14:3d:7 ff.Ff7FFFF 2457 -7h susbsEEd 06:44.6 10 Drone (Pa 2.25 7.875 10.125 -76 -76.7143 -
20 | 170 Mar 26, 20 3.326752 280.9591 144 144 4 0 a0:14:3d:7 ff:ff:FF:Ff:F Ff:FFFF:Ff:F a0:14:3d:7 Ff:FfFRFRF 2457 -73 HHHHHEE  06:48.0 10 Drone (Pa 1.125 5.625 11.25 -73 -75.8
21 | 171 Mar 26, 20 0.005563 280.9647 144 144 4 0 a0:14:3d:7 ff:ff:FF.Ff:F Ff.FFFF.FF.F a0:14:3d:7 Ff.FfFEFF.F 2457 -73 HEHHEHEHE 00:48.0 10 Drone (Pa 2,25 6.75 12.375 -73 -75.3333 -
22 | 172 Mar 26, 20 4.359473 285.3241 144 144 a4 0 a0:14:3d:7 ff:ff:fF .70 F FFFF: 7777 a0:14:3d:7 Ff:Ff:FF:FF:F 2457 -73 iR 06:52.3 10 Drone (Pa 1.125 5.625 13.5 -73 -74.2
23| 173 Mar 26, 20 0.009526 285.3337 144 144 a4 0 a0:14:3d:7 ff:ff:fF .70 F FFFF: 7777 a0:14:3d:7 Ff:Ff:FF:FF:F 2457 -73 iR 06:52.3 10 Drone (Pa 2.25 6.75 14.625 -73 -74 -
24 | 174 Mar 26, 20 3.344065 283.6777 144 144 a4 0 a0:14:3d:7 ff:ff:fF .70 F FFFF: 7777 a0:14:3d:7 Ff:Ff:FF:FF:F 2457 -T71 HHHHEEE 06:55.7 10 Drone (Pa 1.125 5.625 15.75 -71 -72.6 -
25 | 175 Mar 26, 20 0.004095 283.6818 144 144 a4 0 a0:14:3d:7 ff:ff:fF .70 F FFFF: 7777 a0:14:3d:7 Ff:Ff:FF:FF:F 2457 -T71 HHHHEEE 06:55.7 10 Drone (Pa 2.25 6.75 16.875 -71 -72.3333 -
26_ 176 Mar 26, 20 1.41016 290.092 206 206 8 0/ a0:14:3d:7 fi:AfF 7 F 7 FFFf 7 F a0:14:3d:7 a0:14:3d:7 2457 -73 susbgEsd 06:57.1 10 Drone (Pa 1.609375 B8.359375 18.48438 -73 -72.4286
2]"_ 177 Mar 26, 20 0.009662 290.1017 106 106 40 84 a0:14:3d:7 be:30:7d:c be:30:7d:c a0:14:3d:7 a0:14:3d:7 2457 -73 susbgEsd 06:57.1 10 Drone (Pa 24375 9.1875> 19.3125 -73 -72.5 -
28_ 178 Mar 26, 20 0.000378 290.102 106 106 40 84 a0:14:3d:7 be:30:7d:c be:30:7d:c a0:14:3d:7 a0:14:3d:7 2457 -71 suubgEsd 06:57.1 10 Drone (Pa 3.265625 10.01563 20.14063 -72.3333 -72.3333
29_ 179 Mar 26, 20 0.000207 290.1022 102 102 40 84 a0:14:3d:7 be:30:7d:c be:30:7d:c a0:14:3d:7 a0:14:3d:7 2457 -71 suubgEsd 06:57.1 10 Drone (Pa 4.0625 10.8125 209375 -72 -72.2 -
30 | 180 Mar 26, 20 0.000312 230.1025 106 106 40 B4 a0:14:3d:7 be:30:7d:c be:30:7d:c a0:14:3d:7 a0:14:3d:7 2457 =73 tHEHEHEH  00:57.1 10 Drone (Pa 4.890625 11.64063 21.76563 -72.2 -72.2727
31 | 181 Mar 26, 20 0.000326 2590.1029 102 102 40 84 a0:14:3d:7 bc:30:7d:c be:30:7d:c a0:14:3d:7 30:14:3d:7 2457 -73 ) HHHHHHEE 06:57.1 10 Drone (Pa 5.6875 124375 22.5625 -72.3333 -72.3333 -
A QA ANE1AD AT e 20Tl s m ms 20Tl N1 A2 AT AN AT AT AT T2 nN&s-57 1 A0 Diran [ ¥ A S1SRTE 12 IRERZ 22 2Q0832 T3 AR T3 20AA -

27 | A 35 W AANN2TT 3490 1029  Fal=  Fal=
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Matthan (Nguyen et al., 2017)
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Figure 3: An example illustrates the movement cap-
tured by IMUs attached to the Bebop drone.




Game of Drones (Nassi, 2018)

—- Traftic analysis method

- Video bandwidth varies based
on content
— Static scene is low bandwidth
- Changing scene is high
bandwidth

- Change the scene and correlate
the bandwidth to detect a
camera
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