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“Drones”







Lithium-Polymer battery

Uplink/Downlink
− Control, telemetry and video
− Proprietary format (ISM band)
− Wi-Fi
− Bluetooth
− XBee

Four arms
− 4, 6, 8 (or even 3)
− Weight vs. stability vs. wind 

profile

Eight rotors
− Some reversed

Eight motors
− Direct drive

GPS

Gyro & Accelerometer

Flight controller
− Motor control
− Stability management
− Position holding
− Waypoint following
− Special features



Uses



Here we are













Abuses



Smuggle drugs

Finest 
Heroin

28 pounds (12.7kg)

So a big drone, circa £2500

Heroin worth around £665,000



Prison delivery



Make a statement



See a plane up close



Watch the football 



Watch a film









Regulation



Civil Aviation Authority

Below 400ft

Within 500m

Line-of-sight

50m away from anyone or anything

http://dronesafe.uk/drone-code



Enforcement

Constant concern for me

Remains post hoc

Little real-time enforcement outside airports or CNI



Co-operation

“Geofences”



Countermeasures



Detection

Timeliness

Conditions

Evidence collection



Manual detection

There it is!



Acoustic detection

Drones are quite loud

Circa 150m range



Visual detection

Visible light or infra-red

Image processing to tell drones from 
birds

Limited usefulness at night



Radar detection

Doppler shifts can identify 
rotorcraft

Active is expensive, usually 
needs licence 



RF detection

Listen to control and telemetry signals

Signal properties identify drone

Standard localisation approaches



Response

Disable or Destroy or Commandeer

Safety

Drone or operator

Immediacy



Shooting

Guns, mostly



Jamming

Uplink/Downlink
− Control, telemetry 

and video

GPS

Gyro & Accelerometer



Hacking

Ryan Satterfield – AR.Drone crashed

Michael Robinson – Parrot Bebop crashed

Samy Kamkar – AR.Drone 2.0 zombies

Nils Rodday – $30,000 police drone controlled



Nets



Eagles



Link activity to operator

A drone can be replaced

Operator registration is still limited 



“Wi-Fly?”





Wi-Fi (2.4GHz)

Taped to 
window

Raspberry Pi





Detector

Very understanding 
neighbours

Tile we recently had replaced









Matthan (Nguyen et al., 2017)

− RF method

− Detects movement and vibration

− Don’t need to know drone in 
advance



Game of Drones (Nassi, 2018)

− Traffic analysis method

− Video bandwidth varies based 
on content
− Static scene is low bandwidth

− Changing scene is high 
bandwidth

− Change the scene and correlate 
the bandwidth to detect a 
camera



Questions etc.
( richard.baker@cybersecurity.ox.ac.uk )
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